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Executive Summary 

The Washington State Legislature has determined that the state®s information technology should move 

toward cloud services, with the expectation that this will deliver technical capacity, security, resiliency, 

disaster recovery capability and data analytics platforms and tools necessary to provide Washingtonians 

the services they require. (See Engrossed Second Substitute House Bill 1274 [E2SHB 1274].) 

Washington state agencies have started to transition state systems to cloud technology to bring those 

benefits to government services and Washington residents.  

The Cloud Transition Task Force was created by the Legislature to review the impacts of these migrations 

on state staff and consider how best to meet the retraining needs to ensure that state employees are 

retained and fully supported through the transition. The following report summarizes the research and 

policy considerations addressed by the Task Force. As a result of this work, the Task Force agreed on the 

following findings and recommendations. Each of these findings and recommendations are explored more 

deeply in the body of the report. 

Finding #1: Agency approaches to migrating to cloud services should align with their portfolio 

modernization strategies. 

The computing systems in place today are implemented, operated and maintained by a dedicated IT 

workforce that has developed extensive knowledge and understanding of the state®s business 

environment. To retain these staff and their expertise in state systems, staff will need to complement their 

existing skills with training required to support the demands of new computing environments. 

Finding #2: The state®s education and competencies tracking mechanisms need to be improved to 

provide data on competencies within the state IT workforce, and to measure progress toward 

preparing staff for cloud computing. 

The state can take steps now to plan for and prepare workers for cloud migrations. 

Finding #3: More information about the state®s future technology environment is needed before we 

can fully understand the skills that will be needed to support Washington®s computing 

environment. However, training can begin now for skills commonly in demand in cloud computing 

environments. 

Staff retraining will need to be an integral part of agencies® plans for the modernization of their business 

processes and technologies. 

Finding #4: Staff training planning is an integral component of an agency®s cloud transition 

roadmap. 

Cloud adoption is not just replacing existing technology, but includes a restructuring of business 

processes, data structures and reconfiguring systems to capitalize on the efficiencies offered by cloud 

computing. Managing change and addressing employee and leadership fears is critical to reducing 

resistance and promoting a successful transition. 

Finding #5: Agencies need to implement organizational change management during the planning 

process to ensure people and processes are well prepared for change. 
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A large-scale state migration to cloud services may prompt modifications to the state®s current 

classification and compensation structures. 

Finding #6: Sound workforce planning is needed to ensure that state employees are prepared to 

address the challenges of the future technology environment and that the state®s classification and 

compensation structure remains in sync with future needs. 

As the state continues to evolve its systems, state IT staff will need to be retrained and provided 

opportunities to improve skills in new areas. 

Finding #7: The state will need to invest in retraining for the IT workforce as agencies transition to 

cloud services. 

Each agency will need to develop a workforce retraining plan that syncs to their cloud adoption strategy 

and roadmap. An enterprise approach to retraining will ensure retraining efforts are coordinated and 

consistent across agencies.  

Finding #8: A funded, coordinated retraining program that defines and implements a well-planned 

approach aimed at building core competencies is needed. 

Washington is home to one of the most vibrant technology sectors in the United States. Strategic industry 

partnerships can contribute to the success of an IT workforce training program.  

Finding #9: Strategic technology partnerships should be leveraged to plan and provide IT training 

that prepares the state®s IT workforce in current and future core competencies. 

The following recommendations are offered to address the findings identified above. For a more detailed 

discussion of each recommendation, please see pages 21-27. 

Recommendation #1: Establish a Cloud Readiness Program within WaTech to assist agencies® plans and 

prepare for further transitioning to cloud computing.  

The cloud readiness program should focus on developing appropriate tools and technical assistance to 

help agencies prepare agency-specific cloud transition roadmaps, associated training plans and 

organizational change management strategies. 

Recommendation #2: Establish the Cloud Retraining Program to provide a coordinated approach to skills 

development and retraining.  

The Cloud Retraining program and fund should be established within the Cloud Readiness Program to 

provide a coordinated approach to skills development and retraining to ensure IT staff can prepare 

appropriately for the state®s transition to cloud computing. 

Recommendation #3: Define career pathways and core competencies that will support opportunities for 

the state®s IT workforce for advancement and transferability across agencies. 

Defining core IT competencies can help guide staff in career and skills development and can be used to 

define clear retraining pathways. 

Recommendation #4: Develop public/private partnerships with industry partners to ensure effective 

planning for staff retraining. 
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Private sector technology partners invest substantial resources into forecasting, defining, and delivering 

state-of-the-art technology to support the business of the state. State technology and political leaders 

understand that developing strong strategic relationships is key to sustained delivery of high-quality 

business solutions over time. 

Retaining and preparing our state®s IT workforce is essential to effectively carrying out the business of the 

state. It is imperative that we provide appropriately planned and funded support to ensure we provide the 

workforce with the necessary skills and knowledge to continue to serve Washington®s residents, 

businesses, and communities efficiently and with high quality.  

The Cloud Transition Task Force believes this report should lay the foundation for what will be ongoing 

migration to the cloud. The state will continually have to evaluate how best to meet the retraining needs to 

ensure that state employees are retained and fully supported, so the transition benefits not just state 

agencies but its employees as well. 
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Introduction 

For over two decades the technology industry has been transitioning from on-premises solutions that have 

been custom-built to meet the specific needs of the organization, to cloud-based services that have the 

potential to provide greater flexibility, efficiency and security. More recently, Washington state agencies 

have started to transition state systems to cloud technology to bring those benefits to government 

services and Washington residents. 

¶ In 2012, Washington®s state chief information officer (CIO) articulated the state®s original ¯cloud 

first° policy, encouraging state agencies to consider cloud services when replacing existing 

technology assets. Technology Strategy (wa.gov) 

¶ In the 2019-21 biennial budget, the Legislature directed WaTech to undertake an assessment of 

the state®s cloud readiness (referred to in this report as the Unisys Report). Unisys Deliverable 3 

Statewide Cloud Computing Readiness Assessment-FINAL-103020.pdf (wa.gov)  

¶ In January 2021 the state®s Office of the CIO (OCIO) 

released the ¯Washington State Cloud Readiness Report,° 

which summarized the statewide cloud readiness 

assessment and provided a cloud migration plan. This 

report recommended a new ¯cloud only° strategy 

(meaning agencies will adopt cloud solutions unless doing 

so imposes an unmanageable challenge.) Cloud 

Readiness Report.pdf (wa.gov) 

¶ In June 2021 the Statewide Information Technology 

Strategic Plan 2021-2025 set forth advancing adoption of 

modern, cloud-based technologies as a key objective. 

2021 - 2025 Technology Strategic Plan Published | OCIO 

(wa.gov) 

¶ In 2021, the Legislature stated its intent that the state®s 

information technology (IT) be migrated toward cloud 

computing. 1274-S2.SL.pdf (wa.gov) This intent statement 

supports a transformation in the state®s computing 

environment that has been under way for over a decade.  

This increasing emphasis on transitioning to cloud computing 

solutions promises a wide array of benefits for the state and the 

residents, businesses and communities it serves. Some of the 

benefits include: 

¶ Improved reliability and resiliency, including the ability to rapidly scale capacity. 

¶ Quicker deployment of new technology-based solutions and IT resources. 

¶ Pay based on use (rather than provisioning for a certain number of resources) provides an 

opportunity to reduce costs. 

¶ Enhanced security. 

WHAT IS CLOUD COMPUTING? 

Contrary to what the term 

suggests, ¯the cloud° is not a 

monolithic, single entity. Instead, it 

is an approach to computing that 

allows applications and 

infrastructure to use a network of 

remote servers hosted on the 

internet to store, manage and 

process data, rather than a local 

server or a personal computer. 

There are three types of cloud 

computing: 

 

Private Cloud ² dedicated to a 

single organization.  

Public Cloud ² dedicated to 

multiple organizations. 

Hybrid Cloud ² a mixture of On-

Premises, Private Cloud and 

Public Cloud. 

https://ocio.wa.gov/sites/default/files/technology_strategy_022312.pdf
https://ocio.wa.gov/sites/default/files/public/Reports/Unisys%20Deliverable%203%20Statewide%20Cloud%20Computing%20Readiness%20Assessment-FINAL-103020.pdf?n7bd
https://ocio.wa.gov/sites/default/files/public/Reports/Unisys%20Deliverable%203%20Statewide%20Cloud%20Computing%20Readiness%20Assessment-FINAL-103020.pdf?n7bd
https://ocio.wa.gov/sites/default/files/public/Reports/Cloud%20Readiness%20Report.pdf?n7bd
https://ocio.wa.gov/sites/default/files/public/Reports/Cloud%20Readiness%20Report.pdf?n7bd
https://ocio.wa.gov/news/2021-2025-technology-strategic-plan-published
https://ocio.wa.gov/news/2021-2025-technology-strategic-plan-published
http://lawfilesext.leg.wa.gov/biennium/2021-22/Pdf/Bills/Session%20Laws/House/1274-S2.SL.pdf?q=20210810063958
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The state is already recognizing the benefits of cloud computing, as WaTech and some agencies have 

already started migrating some resources to the cloud and are implementing cloud-based platform and 

software solutions. Throughout the COVID-19 pandemic, cloud computing services provided the capacity 

necessary for state employees to transition to remote work, analyze public health datasets to provide 

critical insights that facilitated disease management, and keep the public informed in a constantly 

changing environment. 

However, some stakeholders have also expressed concerns that this cloud transition does not make 

sense for all services and could have negative impacts on the state®s IT workforce, and ultimately could 

result in the loss of IT jobs in state government. Others are concerned that finding and retaining qualified 

technology workers is becoming increasingly difficult in this new environment. To retain the IT workforce 

we have today with the extensive knowledge and understanding of the state®s business environment, the 

state will need to provide sufficient retraining to ensure they can be successful in a cloud-enabled 

environment. 

This report examines the expected impact of the cloud transition on the state®s IT workforce and provides 

recommendations to ensure IT staff and others affected by the shift to cloud computing remain active and 

contributing participants in delivering state services.  

IT Workforce Impacts of the  State®s Transition to Third -Party Cloud Services  

Today®s state technology environment is aging. While the state has made progress in implementing cloud 

services in the past two decades, much work remains. The State Cloud Readiness Report suggests that 

approximately 9,000 servers and 3,300 applications may be favorable candidates for the cloud (Cloud 

Readiness Report. Cloud readiness criteria included, for example, high-performance assets, older assets 

and high network dependency. This does not, however, mean all these assets are prioritized for migration 

in the immediate future. It is prudent to align migrations with the agency®s portfolio modernization strategy, 

focusing on migrating systems when they should logically be replaced (e.g., when a service is reaching 

end of life.) 

While the term ¯the cloud° is used quite often, it is something of a misnomer. Cloud computing is not a 

monolithic entity, but rather refers to several approaches to delivering technology solutions using a 

network of servers hosted on the internet. In some cases, vendors develop pre-built Software-as-a-

Service (SaaS) applications that require limited training for IT administrators. In other cases, vendors 

provide Infrastructure- or Platform-as-a-Service (IaaS and PaaS) solutions that require IT staff to update 

their existing skills with new concepts that unlock the value of these services. To understand the future of 

the state®s cloud computing environment, it is important to understand how and when agencies plan to 

migrate their legacy systems.  

Some agencies have made significant strides in adopting cloud technologies. For example, in 2017 when 

the state®s Health Benefit Exchange®s (HBE) hardware was approaching end of life, they decided to 

transition to a cloud platform. Today, the HBE is now taking the next step to re-architect its systems on the 

vendor®s commercial cloud platform to allow them to take full advantage of the efficiencies that 

implementing cloud-native architecture can provide. However, most agencies have been measured in the 

speed of their adoption and have learned through the implementation of each new cloud service. In most 

cases, agencies are waiting until an application or a service is coming to end of life and needs 

https://ocio.wa.gov/sites/default/files/public/Reports/Cloud%20Readiness%20Report.pdf?uzxg6
https://ocio.wa.gov/sites/default/files/public/Reports/Cloud%20Readiness%20Report.pdf?uzxg6
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replacement to make the transition. And, as cloud services have matured and security has improved, 

more foundational changes are being considered. For example, WaTech recently migrated the state®s on-

premises mainframe computing to a managed Mainframe-as-a-Service approach. Further IaaS and PaaS 

migrations are planned.  

¶ Finding #1: Agency approaches to migrating to cloud services should align with their portfolio 

modernization strategies. See Recommendation #1. 

The computing systems in place today are implemented, operated and maintained by a dedicated IT 

workforce that has developed extensive knowledge and understanding of the state®s business 

environment and how technology is used to support the state®s business.  

To understand how transitioning to cloud services will impact the current IT workforce, it helps to 

understand where we are today. Exhibit 1 depicts the state®s current number of classified IT positions by 

job family (rows) and levels (columns). These figures include higher education staff. 

 
Exhibit 1: State of Washington IT Staffing, July 22, 2021  

 

The current state IT workforce comprises approximately 4,600 staff. More than 75% of the state®s IT 

workers are over 40, suggesting that most likely completed their formal IT education prior to the rise of 

cloud-based services. As the state continues to evolve its systems, state IT staff will need to complement 

their existing skills with skills required to support the demands of new computing environments.  

As of:  July 22, 2021 Entry Journey
Senior / 

Specialist
Expert

IT 

Manager

IT Senior 

Manager

Total number by 

job family

Percent of 

ITPS

Application Development 142 575 258 7 38 7                         1,027 22.1%

IT Architecture N/A 13 120 8 1 8 150 3.2%

IT Business Analysis 39 318 65 0 13 1 436 9.4%

IT Customer Support 307 282 18 N/A 34 N/A 641 13.8%

IT Data Management 26 225 100 0 16 1 368 7.9%

IT Policy & Planning 0 7 20 0 29 43 99 2.1%

IT Project Management 14 100 87 1 20 6 228 4.9%

IT Quality Assurance 39 140 14 0 3 0 196 4.2%

IT Security N/A 67 71 3 10 10 161 3.5%

IT System Administration 167 609 181 1 21 6 985 21.2%

IT Vendor Management 1 3 4 0 3 2 13 0.3%

Network & Telecommunications 39 158 127 0 14 6 344 7.4%

Total number by job level 774 2497 1065 20 202 90 4,648 100.0% 
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Exhibit 2:  Washington State Workforce by Age, FY21 

(Note: Does not include higher education, Washington Management Service,  

Executive Management Service or Exempt employees.) 

 

According to the State Human Resources (HR) division in the Office of Financial Management (OFM), 

approximately 76% of the IT workforce have been with the state for five or more years and have gained 

substantial knowledge and expertise about the state®s computing environment and the lines of business 

that they support. This expertise is essential in developing, implementing and operating systems that 

continue to meet the needs of state government and the citizens it serves.  

Today®s state IT workforce largely reflects the current computing environment, emphasizing skills required 

to maintain and operate outdated on-premises architectures and legacy technology. The transition to 

cloud computing will alter the skills needed from the state®s technology employees. According to a recent 

survey of agency IT organizations only about 30% of the organizations have staff who are experienced or 

certified in cloud support skills. This is difficult to verify, however, as the state does not currently maintain 

comprehensive data on the skills, competencies, and certifications of the IT workforce. While some 

tracking mechanisms do exist (e.g., the Washington State Learning Center and the Human Resource 

Management System) neither collect adequate data on its own to provide a sufficiently comprehensive 

picture to identify skills gaps. 

¶ Finding #2: The state®s education and competencies tracking mechanisms need to be improved to 

provide data on competencies within the state IT workforce, and to measure progress toward 

preparing staff for cloud computing. See Recommendation #2. 

It is also important to note that this transition to cloud computing does not just affect IT workers. This will 

be a transformation that affects agencies® business staff as well because modernization will require a 

reexamination of business processes, workflows, and the ways data are used to inform business decisions 

and the ways technology will be used to inform the provision of state services. Providing mechanisms for 

training business staff about how to maximize the benefits of these changes will be critical as well. 

0.6%

3.2%

7.7%

12.2%
13.1% 13.7%

16.2% 15.8%

13.0%

4.4%

20-24 25-29 30-34 35-39 40-44 45-49 50-54 55-59 60-64 65+

IT Workforce by Age Group
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The skill sets of today®s workforce continues to reflect needs based on the state®s predominantly on-

premises compute environment, and technologies that do not fully capitalize on the efficiencies associated 

with the elastic platforms, tools and services available in cloud environments. Retraining will be key to the 

state®s ability to retain these individuals and the expertise they have developed. And, as the state moves 

deeper into cloud computing, the need for retraining will be ongoing as the speed of technology changes 

will require that staff continually update their skills. 

Industry research can provide some insights into the skills and workforce changes that can be anticipated 

in a transition to cloud services. 

Industry research suggests that while there will likely be reduced demand within some current job 

classifications, there is likely to be job growth in other new or existing IT job classifications. These job-

growth opportunities include new and emerging technologies and development environments (dev/ops, 

artificial intelligence). These opportunities also include stronger emphasis on integration capabilities and 

business-centric roles, such as user experience/usability, assessing internal processes and needs and 

mapping them to vendor solutions, and architecting hybrid environments and managing their 

implementation.  

A Gartner report recently 

illustrated that while there may be 

reduced demand in some job 

classes, there is an expected 

increase in other existing job 

classes to support the new cloud 

infrastructure. Gartner, Build A 

Future-Ready IT Workforce: 

Trends and Practices, Presented 

by Lily Mok, 4/29/2021. 

 

 

 

 

 

 

 

 

 

Exhibit 3: Cloud Migration Impacts IT Skills Requirements, Gartner, 2021 
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Gartner also illustrates the new roles and skills that will be needed as cloud technology becomes the 

industry standard.  

 

Exhibit 4: New Roles and Skills Emerge in the World of Cloud and DevOps, Gartner, 2021 

 

These industry reports, however, reflect industry-wide changes. It is somewhat more difficult to discern 

the specific shifts that will take place with the state®s IT workplace. 

The Unisys report notes that the greatest change in Washington over the next five years is likely to be in 

the IT system administrator level. Data varies depending on the source, but Gartner benchmarking data 

suggest that server administrators who manage 30 servers on-premises today could reasonably manage 

10 times more servers residing in the cloud. Other areas where the Unisys report suggests further shifts 

are likely to include: 

¶ Server support. Current industry benchmarks for server support FTEs decreased from 12.1% of 

staff six years ago, to 5% today. 

¶ Application Development. Application development workers are benchmarked at 13% compared 

to 22% in Washington. 

¶ Service Desk. IT service desk FTEs are benchmarked at 9% versus 14% in Washington. 

New Roles and Skills Areas Emerge in the World of Cloud and Dev Ops  
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It should be noted that benchmarked data is general and should not be seen as one-size-fits all. 

Washington®s decentralized technology environment that supports a wide array of agencies, each with 

different lines of business, does not easily crosswalk to data from a single organization. State agencies 

have very specific technology needs and specific federal and state law requirements. For example, a 

standard for state hospitals would likely not fit well for Washington®s Lottery. Additionally, systems like the 

state®s child support enforcement management system must meet federal certification requirements that 

could require different staffing levels. Benchmarking agencies to organizations with similar lines of 

business (e.g., law enforcement, public health, environmental protection, human services, health care and 

so on) would provide more precise comparisons. 

The Unisys report provides some insight into future cloud services roles that are needed to enable cloud 

migration support and how many agencies have started planning for the specific role. As part of the Cloud 

Skills and Training Survey, agencies identified additional cloud-focused roles that are needed to enable 

cloud migration support. Sixty-four state CIOs were presented a list of skilled cloud roles typically used to 

mature cloud operations and adoption teams. They were then asked to identify which roles the agency 

has defined skills descriptions. The two right columns indicate the number and percentage of agencies 

that had responded they have defined a skills description for the role. (For example, 21 agencies indicated 

they have developed a skills description for the role of ¯Security Architect.°) The items highlighted in green 

are critical roles for an enterprise cloud adoption or service broker team to support state agencies® cloud 

migration. These roles and resources can be shared to balance the agency needs for additional resources 

with specific skills.  

 

Exhibit 5: Agency-identified Roles for Cloud Services, Unisys Cloud Readiness Assessment, 2020 

 
















































